DIGITAL TECHNOLOGY
SS3 FIRST TERM LESSON NOTES

WEEK'1

TOPIC: REVISION OF SS2 WORK
SUB-TOPIC: COMPREHENSIVE REVIEW OF SS2 CONCEPTS

INSTRUCTIONAL MATERIALS

SS2 Digital Technology textbooks and notes
Computer systems with internet access
Projector for displaying revision materials
Interactive whiteboard or flip charts

Sample programming codes from SS2
Database examples and spreadsheet files

REFERENCE MATERIALS

SS3 Digital Technology Textbook (Approved by NERDC)

New School Digital Technology:for SS3 (UBEC)

Digital Technology for Senior Secondary Schools by K.A. Adebayo
Microsoft Office Suite Documentation

Python Programming-Resources

PREVIOUS KNOWLEDGE Students have completed SS2 Digital Technology covering
advanced spreadsheet functions, database management, web development basics, Python
programming fundamentals, and ICT applications in various sectors.

SPECIFIC OBJECTIVES By the end of the lesson, students should be able to:

Recall and explain key concepts learned in SS2

Demonstrate proficiency in advanced spreadsheet operations
Apply database management principles to real-world scenarios
Write and execute basic Python programs

Evaluate ICT applications in different sectors
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Introduction The transition from SS2 to SS3 requires a solid foundation in previously learned
concepts. This revision lesson consolidates knowledge from SS2 and prepares students for
advanced SS3 topics.

Key SS2 Topics Review

1. Advanced Spreadsheet Functions

Statistical functions (MEAN, MEDIAN, MODE, STDEV)
Financial functions (PMT, PV, FV, RATE)

Lookup functions (VLOOKUP, HLOOKUP, INDEX, MATCH)
Conditional functions (IF, SUMIF, COUNTIF, AVERAGEIF)
Data analysis tools (Pivot tables, Goal seek, Solver)

Chart creation and customization

2. Database Management Systems

Database concepts and terminology

Relational database design principles

Entity-Relationship (ER) diagrams

Primary and foreign keys

Basic SQL commands (SELECT, INSERT, UPDATE, DELETE)
Database normalization basics

Data integrity and security

3. Web Development Fundamentals

HTML structure and semantic tags

CSS styling and layouts

Basic JavaScript programming

Responsive web design principles

Web hosting and domain concepts

Website planning and development process

4. Python Programming Basics

Variables, data types, and operators
Control structures (if statements, loops)
Functions and modules

List and dictionary operations

File handling basics

Error handling and debugging

5. ICT in Society and Business

E-commerce platforms and digital marketing



Digital banking and financial technology
ICT in healthcare and education
Government digitalization initiatives
Social media impact and digital citizenship
Cybersecurity awareness

Assessment of Prior Learning Students demonstrate understanding through:

Practical exercises using spreadsheet functions
Database query writing and execution

Simple web page creation

Python program development

Case study analysis of ICT applications

Areas for Reinforcement Common areas requiring additional attention:

Complex spreadsheet formula construction
Database relationship establishment

JavaScript event handling

Python syntax and logic errors

Understanding of digital transformation concepts

TEACHING METHODS
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Interactive review sessions with Q&A
Hands-on practical exercises on.computers
Group discussions on challenging concepts
Peer teaching and knowledge sharing
Problem-solving workshops

LEARNING ACTIVITIES
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Students complete a comprehensive SS2 knowledge assessment quiz

Practical demonstration of advanced spreadsheet functions

Group project: Create a simple database for school records

Individual task: Build a basic webpage using HTML and CSS

Programming challenge: Write Python programs to solve mathematical problems

EVALUATION Theory Questions:

agrownE

Explain the difference between VLOOKUP and HLOOKUP functions with examples
Define database normalization and explain its importance

List five HTML5 semantic tags and their purposes

Write a Python function that calculates the factorial of a number

Discuss three ways ICT has transformed the banking sector in Nigeria



Practical Activity: Create a spreadsheet that uses at least three different function categories,
design a simple database with relationships, and write a Python program that processes user
input.

CONCLUSION The revision of SS2 work establishes a strong foundation for advanced SS3
concepts. Students must master these fundamental skills to succeed in complex topics like
system development, advanced programming, and emerging technologies that will be covered
this term.

ASSIGNMENT

1. Complete a portfolio showcasing your best work from SS2 including a complex
spreadsheet, database design, webpage, and Python programs

2. Research and write a 500-word report on how one emerging technology is changing a
specific industry

WEEK 2

TOPIC: COMPUTER SECURITY
SUB-TOPIC: ADVANCED COMPUTER SECURITY CONCEPTS

INSTRUCTIONAL MATERIALS

Computer systems with security software installed
Network demonstration equipment

Sample malware (in isolated environment)
Encryption and decryption tools

Firewall configurationinterface

Security assessment.charts and diagrams

REFERENCE MATERIALS

SS3 Digital Technology Textbook (Approved by NERDC)
Cybersecurity Fundamentals by A.B. Johnson

Computer Networks and Security by M.K. Okafor

NITDA Cybersecurity Guidelines

International cybersecurity standards documentation

PREVIOUS KNOWLEDGE Students understand basic computer security concepts from SS2
including password protection, antivirus software, and safe internet practices.

SPECIFIC OBJECTIVES By the end of the lesson, students should be able to:

1. Explain advanced encryption methods and their applications



Configure and manage firewall systems

Understand intrusion detection and prevention systems
Implement multi-factor authentication systems
Analyze security threats and develop countermeasures
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Introduction As digital systems become more sophisticated, security threats have evolved
beyond basic malware. Advanced computer security involves multiple layers of protection
including encryption, network security, and behavioral monitoring systems.

Advanced Encryption Techniques

1. Symmetric Encryption Symmetric encryption uses the same key for both encryption and
decryption of data.

Characteristics:

o Fast processing speed

o Suitable for large amounts of data

« Key distribution challenge

o Examples: AES, DES, 3DES
Applications:

« File encryption on local systems

o Database encryption

« VPN connections

e Secure messaging applications

2. Asymmetric Encryption (Public Key Cryptography) Asymmetric encryption uses a pair of
mathematically related keys: public and private keys.

How it works:
o Public key encrypts data
« ~Private key decrypts data
o Keysare mathematically related but cannot be derived from each other
o Examples: RSA, ECC, DSA

Applications:

Secure email communication
Digital signatures

SSL/TLS certificates for websites
Cryptocurrency transactions



3. Hash Functions Hash functions convert input data into fixed-length strings (hashes) that
cannot be reversed.

Properties:

e One-way function (irreversible)

o Fixed output length

o Deterministic (same input produces same output)

« Avalanche effect (small input changes create dramatic output changes)

Applications:

o Password storage

« Data integrity verification
« Digital forensics

« Blockchain technology

Firewall Systems
1. Types of Firewalls
Packet Filtering Firewalls:
o Examine individual packets
o Make decisions based on source/destination addresses and ports
o Fast but limited in functionality
o Cannot inspect packet contents
Stateful Inspection Firewalls:
« Track connection states
« Understand context of network communications
« More secure than packet filtering
« Monitor connection establishment and termination
Application Layer Firewalls (Proxy Firewalls):
Inspect application-specific data
« Can filter based on content
e Provide detailed logging and monitoring
« Higher processing overhead
Next-Generation Firewalls (NGFW):

« Combine traditional firewall functions with additional features
« Include intrusion prevention systems



e Application awareness and control
o Advanced threat protection

2. Firewall Configuration Principles

o Default deny policy (block everything not explicitly allowed)
e Principle of least privilege

o Regular rule review and updates

e Logging and monitoring configuration

o Redundancy and failover planning

Intrusion Detection and Prevention Systems

1. Intrusion Detection Systems (IDS) IDS monitor network traffic and system activities for
suspicious behavior.

Types of IDS:

o Network-based IDS (NIDS): Monitor network traffic
e Host-based IDS (HIDS): Monitor individual systems
e Hybrid IDS: Combine network and host monitoring

Detection Methods:

o Signature-based detection: Identify known attack patterns
« Anomaly-based detection: Identify deviations from normal behavior
o Behavior-based detection: Analyze user and system behavior patterns

2. Intrusion Prevention Systems. (IPS) IPS not only detect threats but also take automatic
action to prevent them.

Functions:

o Real-time threat blocking

o Automatic response to detected threats
« Integration with other security systems
« ~Continuous monitoring and adaptation

Multi-Factor Authentication (MFA)
1. Authentication Factors
e Something you know (password, PIN)
e Something you have (token, smartphone, smart card)

e Something you are (biometric data: fingerprint, retina, voice)
e Somewhere you are (location-based authentication)



2. MFA Implementation

e SMS-based verification codes

o Authenticator applications (Google Authenticator, Microsoft Authenticator)
e Hardware tokens (RSA SecurID, YubiKey)

o Biometric scanners

e Smart cards with certificates

Security Threat Analysis
1. Common Advanced Threats

o Advanced Persistent Threats (APTS)
e Zero-day exploits

o Ransomware attacks

« Social engineering campaigns

e Supply chain attacks

« Insider threats

2. Threat Intelligence

e Collection of information about current and emerging threats
« Analysis of attack patterns and trends

o Sharing of threat information between organizations

« Proactive threat hunting activities

Security Assessment and Auditing
1. Vulnerability Assessment
o Systematic examination of security weaknesses
e Automated scanning tools
o Manual testing procedures
« Risk prioritization and remediation planning
2. Penetration Testing
o Simulated cyber attacks on systems
« ldentification of exploitable vulnerabilities
e Testing of security controls effectiveness
e Recommendations for security improvements

TEACHING METHODS

1. Hands-on demonstration of security tools and techniques
2. Case study analysis of real-world security breaches



3. Practical exercises in configuring security systems
4. Group projects on security assessment
5. Interactive simulations of cyber attacks and defenses

LEARNING ACTIVITIES

Students configure firewall rules on a test network

Practical exercise in encrypting and decrypting files

Group project: Design a comprehensive security plan for a small organization
Simulation of intrusion detection scenarios

Implementation of multi-factor authentication on personal accounts
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EVALUATION Theory Questions:

Compare symmetric and asymmetric encryption, giving examples.of each
Explain how stateful inspection firewalls differ from packet filtering firewalls
Describe three types of intrusion detection systems

What are the components of multi-factor authentication?

Discuss five advanced security threats and their potential impacts
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Practical Activity: Configure a firewall to allow specific applications while blocking
unauthorized access, demonstrate file encryption using both symmetric and asymmetric methods.

CONCLUSION Advanced computer security requires a multi-layered approach combining
encryption, network security, monitoring:systems, and strong authentication. Understanding
these concepts is essential for protecting.digital assets in an increasingly connected world.

ASSIGNMENT
1. Research a recent major cybersecurity incident and analyze the attack methods used and

how they could have been prevented
2. Create a personal cybersecurity plan implementing the advanced concepts learned

WEEK'3

TOPIC: SYSTEM DEVELOPMENT LIFE CYCLE (SDLC)
SUB-TOPIC: PHASES AND METHODOLOGIES OF SYSTEM DEVELOPMENT

INSTRUCTIONAL MATERIALS

SDLC phase diagrams and flowcharts

Sample system documentation templates

Case study materials of real system development projects
Project management software demonstrations



e System analysis and design tools
« Prototyping materials and software

REFERENCE MATERIALS

Systems Analysis and Design by K.E. Kendall

Software Engineering: A Practitioner's Approach by R.S. Pressman
SS3 Digital Technology Textbook (Approved by NERDC)

Project Management Body of Knowledge (PMBOK)

IEEE Software Engineering Standards

PREVIOUS KNOWLEDGE Students understand basic programming concepts, database
design principles, and have experience with simple software development from SS2.

SPECIFIC OBJECTIVES By the end of the lesson, students should be able to:

Define the System Development Life Cycle and explain«ts importance
Identify and describe each phase of the SDLC

Apply system analysis techniques to real-world problems

Create system design documents and prototypes

Understand testing methodologies and evaluation criteria
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Introduction The System Development Life Cycle (SDLC) is a structured approach to
developing information systems. It provides.a framework for managing the complexity of system
development while ensuring quality, meeting user requirements, and controlling costs.

Definition of SDLC The System Development Life Cycle is a systematic process for developing
information systems through a series of defined phases, each with specific objectives, activities,
and deliverables.

Importance of SDLC

Provides structured approach to system development
Ensures consistent quality and standards

Helps manage project risks and costs

Facilitates communication among stakeholders
Enables better project planning and control

Reduces development time and errors

Phases of SDLC
1. System Planning and Preliminary Investigation

Objectives:



o Define the problem or opportunity
o Determine project feasibility
o Establish project scope and constraints

Activities:

« Problem identification and definition

 Initial requirements gathering

o Feasibility analysis (technical, economic, operational)
e Project proposal preparation

« Stakeholder identification

Deliverables:

e Project proposal document
o Feasibility study report

« Initial project plan

o Stakeholder analysis

Feasibility Analysis Components:

e Technical Feasibility: Can the system be built with-available technology?

e Economic Feasibility: Is the system cost-effective?

e Operational Feasibility: Will the system work in the intended environment?
e Schedule Feasibility: Can the system be developed within time constraints?

2. System Analysis
Obijectives:
o Understand current system operations
« ldentify user requirements
o Analyze system problems and opportunities
o Define functional and non-functional requirements
Activities:
. Current system study
« Requirements elicitation and analysis
e Business process modeling
o Data flow analysis
e User interface requirements definition

Techniques Used:

o Interviews with users and stakeholders



e Questionnaires and surveys

o Observation of current processes

e Document analysis

« Joint Application Development (JAD) sessions

Deliverables:

« Requirements specification document
o Current system analysis report

o Data flow diagrams

e Process models

o User requirement matrices

3. System Design
Objectives:

o Create detailed specifications for the new system
« Design system architecture and components

e Specify technical requirements

e Plan system implementation

Design Components:
Logical Design:

o Data structure design

e Process design and algorithms

o User interface design

« System interfaces and integration points
e Security and control mechanisms

Physical Design:

o Hardware specifications

o Software architecture

o ~Network design

« Database design

« File organization and storage

Deliverables:

o System design document

o Database design specifications

e User interface mockups and prototypes
e Technical architecture diagrams



e Security design specifications
4. System Implementation (Development)
Obijectives:

o Convert design specifications into working system
o Develop software components

« Integrate system components

« Prepare system documentation

Activities:

e Programming and coding

« Database creation and population
o User interface development

e System integration

o Documentation preparation

Programming Best Practices:

o Follow coding standards and conventions
e Use version control systems

o Implement proper error handling

e Write clear, maintainable code

« Regular code reviews and testing

Deliverables:

o Complete system software
e Technical documentation
o User manuals and guides
o Installation.procedures

« Training materials

5. System Testing
Obijectives:
o Verify system meets requirements
e ldentify and fix defects
o Ensure system quality and reliability

« Validate system performance

Types of Testing:



Unit Testing:
e Test individual components or modules
o Verify each component works correctly in isolation
e Usually performed by developers
Integration Testing:
o Test component interactions
o Verify data flow between modules
o Identify interface problems
System Testing:
e Test complete integrated system
o Verify system meets functional requirements
e Test system performance under various conditions
Acceptance Testing:
e User testing of complete system
o Verify system meets business requirements

« Final approval before deployment

Testing Strategies:

o Black box testing (testing without knowledge of internal structure)

« White box testing (testing with knowledge of internal structure)

o Regression testing (ensuring changes don't break existing functionality)

o Performance testing (testing system under load)
Deliverables:

e Test plans and procedures

e Testresults:and reports

« Defect reports and resolution

« ~System acceptance documentation

6. System'Implementation and Deployment
Objectives:

o Install and configure the new system

« Train users and administrators

e Convert from old system to new system
« Ensure smooth transition



Implementation Strategies:
Direct Conversion:
e Immediate switch from old to new system
o Lowest cost but highest risk
o Suitable for simple systems with good testing
Parallel Conversion:
e Run old and new systems simultaneously
o Compare outputs for verification
o Highest cost but lowest risk
Phased Conversion:
e Implement system in phases or modules
e Gradual transition reduces risk
e Allows learning and adjustment
Pilot Conversion:
e Implement in limited area first
e Test system with subset of users
o Expand after successful pilot
Activities:
« System installation and configuration
o Data conversion and migration
o User training and documentation
e Support system establishment
Deliverables:
o Deployed system
« ~Training completion records
« Conversion reports
e Support procedures
7. System Evaluation and Maintenance

Objectives:

e Monitor system performance
« Maintain system functionality



« Enhance system capabilities
o Ensure continued user satisfaction

Types of Maintenance:
Corrective Maintenance:

o Fix defects and errors
e Address system failures
o Emergency repairs

Adaptive Maintenance:

e Modify system for environmental changes
o Update for new regulations or requirements
« Platform or technology changes

Perfective Maintenance:

e Enhance system functionality
e Improve performance or usability
e Add new features

Preventive Maintenance:

e Prevent future problems
o Update documentation
e Optimize performance

Evaluation Criteria:

« System performance metrics
o User satisfaction measures

o Cost-benefitanalysis

o Achievement.of objectives

o Return on investment

SDLC Models and Methodologies
1. Waterfall Model
o Sequential phases with distinct deliverables
o Each phase must be completed before next begins

« Suitable for well-defined, stable requirements
o Limited flexibility for changes



2. lterative Model

Repeats SDLC phases in cycles

Each iteration produces working software
Allows refinement and improvement
Better handling of changing requirements

3. Spiral Model

Combines iterative approach with risk analysis

Each spiral includes planning, risk analysis, engineering, and evaluation
Suitable for large, complex systems

Emphasizes risk management

TEACHING METHODS

Case study analysis of real system development projects
Role-playing exercises for different SDLC phases
Hands-on practice with system analysis and design-tools
Group projects simulating system development
Presentation of phase deliverables and documentation
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LEARNING ACTIVITIES

Students analyze a real-world system and identify improvement opportunities
Group project: Complete system:.analysis for a school management system
Create design documents and prototypes for chosen system

Develop test plans for system.validation

Present system development proposal with justification
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EVALUATION Theory Questions:

Define SDLC and explain its importance in system development

Compare and contrast the seven phases of SDLC

Explain four.different types of system testing with examples

Describe three system conversion strategies with their advantages and disadvantages
Discuss.the importance of feasibility analysis in system planning
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Practical-Activity: Choose a real problem in your school or community, conduct preliminary
analysis, define requirements, and create a basic system design document.

CONCLUSION The System Development Life Cycle provides a structured framework for
developing quality information systems. Understanding each phase and its deliverables is
essential for successful system development. Proper application of SDLC principles leads to
systems that meet user needs, perform reliably, and provide value to organizations.



ASSIGNMENT

1. Research and compare three different SDLC models (Waterfall, Agile, Spiral) and create
a presentation showing their strengths and weaknesses

2. Identify a system used in your community (hospital, bank, school) and analyze which
SDLC phase would be most critical for its success

WEEK 4

TOPIC: SOFTWARE ENGINEERING PRINCIPLES
SUB-TOPIC: METHODOLOGIES AND PROJECT DOCUMENTATION

INSTRUCTIONAL MATERIALS

Project management software (Microsoft Project, Trello, Jira)
Sample software documentation templates

Code repositories and version control systems

Agile and Waterfall methodology charts

Software development tools and IDEs

Case study materials from successful software projects

REFERENCE MATERIALS

Software Engineering: A Practitioner's Approach by Roger Pressman
The Agile Manifesto and Principles

SS3 Digital Technology Textbook (Approved by NERDC)

IEEE Standards for Software . Documentation

Project Management Institute Guidelines

PREVIOUS KNOWLEDGE Students understand the SDLC phases from the previous week
and have basic programming and system design knowledge from SS2.

SPECIFIC OBJECTIVES By the end of the lesson, students should be able to:

Define software engineering and explain its principles
Compare Agile and Waterfall development methodologies
Create comprehensive project documentation

Apply software engineering principles to practical projects
Understand the role of version control and collaboration tools
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Introduction Software Engineering is the systematic approach to designing, developing, and
maintaining large-scale software systems. It applies engineering principles to software
development to ensure reliability, efficiency, and maintainability.

Definition of Software Engineering Software Engineering is the application of engineering
principles and systematic methods to the development, operation, and maintenance of software
systems. It encompasses technical, managerial, and quality assurance aspects of software
development.

Core Principles of Software Engineering
1. Modularity Breaking down complex systems into smaller, manageable components.
Benefits:

o Easier to understand and maintain
« Enables parallel development

e Promotes code reusability

« Simplifies testing and debugging
o Facilitates team collaboration

Implementation:

e Function-based modules

e Object-oriented classes

e Service-oriented architecture
o Microservices design patterns

2. Abstraction Hiding complex implementation details while providing simple interfaces.
Types of Abstraction:
o Data abstraction (abstract data types)
o Procedural abstraction (functions and methods)
« Control abstraction (structured programming constructs)
Benefits:
Reduces complexity
Improves code readability

Enables focus on essential features
Facilitates maintenance and updates

3. Encapsulation Bundling data and methods together while controlling access to internal
details.



Advantages:

« Data protection and security

e Reduced coupling between components
o Easier maintenance and updates

e Clear interfaces between modules

4. Inheritance Creating new classes based on existing ones, inheriting their properties and
methods.

Benefits:

e Code reusability

« Hierarchical organization

e Polymorphism support

e Reduced development time

Software Development Methodologies
Waterfall Methodology
Characteristics:

e Linear, sequential approach

o Distinct phases with specific deliverables

o Extensive documentation at each.phase

o Limited customer involvement after requirements phase
e Changes are difficult and expensive to implement

Phases:

Requirements Analysis and Specification
System and.Software Design
Implementation and Unit Testing
Integration and System Testing
Operation and Maintenance
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Advantages:

o Clear project structure and milestones

« Extensive documentation

o Easy to manage and track progress

« Suitable for well-understood requirements
e Good for projects with stable requirements

Disadvantages:



« Inflexible to changing requirements

o Late discovery of problems

o Limited customer feedback during development
o Risk of delivering unwanted features

e Long development cycles

When to Use Waterfall:

Requirements are well-defined and stable

Technology is well-understood

Project has clear, fixed scope

Regulatory or compliance requirements demand extensive documentation

Agile Methodology
Core Values (Agile Manifesto):

Individuals and interactions over processes and tools
Working software over comprehensive documentation
Customer collaboration over contract negotiation
Responding to change over following a plan
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Key Principles:

o lterative and incremental development

« Continuous customer collaboration

o Adaptive planning and flexible response to change
o Self-organizing, cross-functional teams

o Regular delivery of working software

« Emphasis on face-to-face communication

Agile Frameworks:
Scrum Framework:

o Sprint-based development (usually 2-4 weeks)

« Defined roles: Product Owner, Scrum Master, Development Team

o Ceremonies: Sprint Planning, Daily Standup, Sprint Review, Sprint Retrospective
« Artifacts: Product Backlog, Sprint Backlog, Increment

Kanban Method:

e Visual workflow management
e Continuous delivery

e Work-in-progress limits

e Flow-based approach



Extreme Programming (XP):

e Pair programming

e Test-driven development

« Continuous integration

o Simple design and refactoring

Advantages of Agile:

o Flexible and adaptive to change
e Regular customer feedback

« Early and continuous delivery

e Improved team collaboration

e Reduced risk of project failure
« Higher customer satisfaction

Disadvantages of Agile:

e Requires experienced team members
o Less predictable timelines and costs

« Minimal documentation

e Requires active customer involvement
« Difficult for large, complex projects

When to Use Agile:
e Requirements are likely to change
o Customer wants regular feedback and involvement
e Team is experienced and self-motivated
« Project involves innovative or cutting-edge technology
Hybrid Approaches Many arganizations combine elements of both methodologies:
o Use Waterfall for planning and high-level design
o Apply Agile for development and testing phases
o Implement Waterfall documentation with Agile flexibility
Project Documentation
1. Project Planning Documents
Project Charter:
« Project objectives and scope

o Stakeholder identification
e Success criteria and constraints



o High-level timeline and budget
Work Breakdown Structure (WBS):

« Hierarchical decomposition of project work
o Deliverables and work packages

o Task dependencies and relationships

e Resource allocation

Project Schedule:

o Timeline with milestones

o Critical path identification

e Resource scheduling

o Risk assessment and mitigation plans

2. Requirements Documentation
Functional Requirements:

e What the system must do

o User stories and use cases

e Business rules and constraints
e Input/output specifications

Non-Functional Requirements:

o Performance requirements

e Security specifications

e Usability standards

o Reliability and availability needs

Requirements Traceability Matrix:
« Links requirements to design elements
o Tracks requirement changes
 ~Ensures all requirements are addressed
Facilitates impact analysis

3. Design Documentation

System Architecture Document:
e High-level system structure

o Component relationships
e Technology stack decisions



e Architectural patterns and principles
Database Design Specification:

o Entity-relationship diagrams

o Table structures and relationships

o Data dictionary

e Indexing and optimization strategies

User Interface Design:

e Wireframes and mockups

o User experience flow diagrams
o Style guides and standards

o Accessibility considerations

4. Development Documentation
Coding Standards:

« Naming conventions

e Code formatting rules

o Comment and documentation requirements
o Error handling guidelines

API Documentation:

o Interface specifications

e Input/output parameters

« Authentication requirements
o Usage examples and tutorials

Version Control Procedures:

« Branching strategies

o Commitmessage standards

o ~Code review processes

o Release management procedures
5. Testing Documentation
Test Plans:

o Testing strategy and approach

e Test cases and scenarios
e Acceptance criteria



Testing schedule and resources

Test Results and Reports:

Test execution results

Defect reports and tracking
Performance test results

User acceptance test outcomes

6. Deployment and Maintenance Documentation

Deployment Guide:

Installation procedures
Configuration requirements
Environment specifications
Rollback procedures

User Documentation:

User manuals and guides
Training materials

FAQ and troubleshooting guides
Video tutorials and help systems

Maintenance Documentation:

System administration guides

Backup and recovery-procedures
Performance monitoring guidelines
Update and patch management processes

Version Control-and Collaboration Tools

Version Control Systems

Git/(distributed version control)
Subversion (SVN)

Mercurial

Team Foundation Server (TFS)

Benefits:

Track changes and history
Enable team collaboration
Branch and merge capabilities



e Backup and recovery
e Release management

Collaboration Tools

Project management: Jira, Trello, Asana
Communication: Slack, Microsoft Teams
Documentation: Confluence, SharePoint
Code sharing: GitHub, GitLab, Bitbucket

Quality Assurance in Software Engineering
Code Reviews

Peer review of code changes

Identify bugs and improvement opportunities
Ensure coding standards compliance
Knowledge sharing among team members

Testing Strategies

Unit testing for individual components
Integration testing for component interactions
System testing for end-to-end functionality

User acceptance testing for business requirements

Continuous Integration/Continuous Deployment (C1/CD)

Automated build and testing processes

Regular integration of code changes

Automated deployment to different environments
Fast feedback on code quality

TEACHING METHODS

Comparative analysis of Waterfall vs. Agile methodologies
Hands-on practice with project management tools

Group projects using different methodologies
Documentation creation workshops

Case study analysis of successful software projects
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LEARNING ACTIVITIES

1. Students create project documentation for a chosen software project
2. Role-play Scrum ceremonies (Sprint Planning, Daily Standup, Sprint Review)
3. Practice using version control systems (Git) for collaborative development



4. Compare project outcomes using Waterfall vs. Agile approaches
5. Create and maintain project documentation throughout development

EVALUATION Theory Questions:

Define software engineering and explain its core principles

Compare Agile and Waterfall methodologies, highlighting their strengths and weaknesses
List and describe five essential project documentation types

Explain the importance of version control in software development

Describe three quality assurance practices in software engineering
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Practical Activity: Create a complete project documentation set for a simple software
application, including project charter, requirements specification, and design‘documents.

CONCLUSION Software engineering principles provide the foundation for successful software
development. Understanding different methodologies and creating comprehensive
documentation ensures project success, maintainability, and team collaboration. These principles
scale from small individual projects to large enterprise systems.

ASSIGNMENT

1. Research a real software development project that failed and analyze how better software
engineering practices could have prevented the failure

2. Choose a software application you use regularly and create a requirements document that
could have been used in its development

WEEK 5

TOPIC: DATABASE-ADVANCED CONCEPTS
SUB-TOPIC: NORMALIZATION AND ADVANCED SQL OPERATIONS

INSTRUCTIONAL MATERIALS

Database management systems (MySQL, Microsoft Access, SQL.ite)
Sample databases with complex relationships

SQL query development environments

Database design tools and ERD software

Normalization reference charts

Performance analysis tools

REFERENCE MATERIALS

o Database System Concepts by Silberschatz, Korth, and Sudarshan
e SQL in 10 Minutes, Sams Teach Yourself by Ben Forta



o SS3 Digital Technology Textbook (Approved by NERDC)
e MySQL Documentation and Reference Manual
o Database Design and Implementation Guidelines

PREVIOUS KNOWLEDGE Students understand basic database concepts, simple SQL queries
(SELECT, INSERT, UPDATE, DELETE), and database design principles from SS2.

SPECIFIC OBJECTIVES By the end of the lesson, students should be able to:

Apply database normalization techniques to eliminate data redundancy
Design databases in Third Normal Form (3NF)

Write complex SQL queries using JOIN operations

Use GROUP BY and aggregate functions for data analysis

Implement advanced SQL functions for complex data manipulation
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Introduction Advanced database concepts build upon basic database knowledge to create
efficient, well-structured databases that minimize redundancy and maximize data integrity.
Normalization and advanced SQL techniques are essential for managing complex data
relationships in real-world applications.

Database Normalization

Definition of Normalization Database normalization is the process of organizing data in a
database to reduce redundancy and improve data integrity. It involves decomposing tables into
smaller, related tables and defining relationships between them.

Goals of Normalization:

Eliminate data redundancy

Reduce storage space.requirements
Prevent data inconsistencies

Improve data integrity

Facilitate easier database maintenance

Normal Forms

First Normal Form (1NF) A table is in INF if:
e Each column contains atomic (indivisible) values
e Eachrow is unique

« There are no repeating groups or arrays

Example of violation:



Student ID | Name | Subjects
1 | John | Math, Science, English
2 | Mary | History, Art

Corrected 1NF:

Student ID | Name | Subject
1 | John | Math

1 | John | Science
1 | John | English
2 | Mary | History
2 | Mary | Art

Second Normal Form (2NF) A table is in 2NF if:
e ltisin INF
o All non-key attributes are fully dependent on the entire primary key
« Eliminates partial dependencies

Example requiring 2NF:

Student ID | Course Code | Student Name | Course Name | Grade
1 | CS101 | John Smith | -Programming | A

1 | CS102 | John Smith | Database | B
Problems:

o Student_Name depends only on-Student "ID (partial dependency)
o Course_Name depends only on Course_Code (partial dependency)

2NF Solution:

Students Table:
Student ID | Student Name
1 | John Smith

Courses Table:

Course Code | Course Name
Cs101 | Programming
CS102 | “Database

Enrollments Table:

Student ID | Course Code | Grade
1 | CS101 | A

1 | CS102 | B

Third Normal Form (3NF) A table is in 3NF if:
e ltisin2NF

« No non-key attribute is transitively dependent on the primary key
o Eliminates transitive dependencies



Example requiring 3NF:

Student ID | Student Name | Department Code | Department Name

1 | John Smith | CS | Computer Science
2 | Mary Johnson | CS | Computer Science
Problem:

o Department_Name depends on Department_Code, which depends on Student_ID
(transitive dependency)

3NF Solution:

Students Table:

Student ID | Student Name | Department Code
1 | John Smith | CS

2 | Mary Johnson | CS

Departments Table:

Department Code | Department Name
CS | Computer Science

Advanced SQL Operations
JOIN Operations JOINs combine data from multipletables based on related columns.

1. INNER JOIN Returns records that have matching values in both tables.

SELECT s.Student Name, c.Course Name, e.Grade

FROM Students s

INNER JOIN Enrollments e ON s.Student ID = e.Student ID
INNER JOIN Courses ¢ ON e.Course Code = c.Course Code;

2. LEFT JOIN (LEFT. OUTER JOIN) Returns all records from the left table and matching
records from the right table.

SELECT s.Student Name, e.Grade
FROM Students s
LEFT JOIN Enrollments e ON s.Student ID = e.Student ID;

3. RIGHT JOIN (RIGHT OUTER JOIN) Returns all records from the right table and
matching.records from the left table.

SELECT s.Student Name, e.Grade
FROM Students s
RIGHT JOIN Enrollments e ON s.Student ID = e.Student ID;

4. FULL OUTER JOIN Returns all records when there is a match in either left or right table.

SELECT s.Student Name, e.Grade



FROM Students s
FULL OUTER JOIN Enrollments e ON s.Student ID = e.Student ID;

GROUP BY and Aggregate Functions

GROUP BY Clause Groups rows that have the same values in specified columns.

SELECT Department Code, COUNT (*) as Student Count
FROM Students
GROUP BY Department Code;

Common Aggregate Functions:

COUNT() - Counts the number of rows

SELECT COUNT (*) as Total Students FROM Students;
SELECT COUNT (Grade) as Graded Enrollments FROM Enrollments;

SUM() - Calculates sum of numeric values

SELECT Student ID, SUM(Credit Hours) as Total Credits
FROM Enrollments
GROUP BY Student ID;

AVG() - Calculates average of numeric values

SELECT Course Code, AVG(Grade Points) as Average Grade
FROM Enrollments
GROUP BY Course Code;

MAX() and MIN() - Find maximum and minimum values

SELECT Department Code, MAX(GPA) as Highest GPA, MIN(GPA) as Lowest GPA
FROM Students
GROUP BY Department.Code;

HAVING Clause Filters groups created by GROUP BY (similar to WHERE but for groups).

SELECT Department Code, COUNT (*) as Student Count
FROM Students

GROUP BY Department Code

HAVING COUNT (*) > 10;

Advanced SQL Functions

String Functions:

-—- CONCAT: Combine strings
SELECT CONCAT (First Name, ' ', Last Name) as Full Name FROM Students;

-—- SUBSTRING: Extract part of string



SELECT SUBSTRING (Student ID, 1, 3) as Year Code FROM Students;

-- UPPER/LOWER: Change case
SELECT UPPER (Student Name) FROM Students;

-- LENGTH: String length
SELECT Student Name, LENGTH (Student Name) as Name Length FROM Students;

Date Functions:

-— Current date and time
SELECT NOW (), CURDATE (), CURTIME();

-- Date arithmetic
SELECT Student Name, DATEDIFF (NOW(), Enrollment Date) as Days Enrolled
FROM Students;

-- Date formatting
SELECT DATE FORMAT (Enrollment Date, '$Y-%m-%d') FROM Students;

Mathematical Functions:

-— ROUND: Round numbers
SELECT Grade Points, ROUND(Grade Points, 2) FROM Enrollments;

-— ABS: Absolute value
SELECT ABS (Grade Points - 3.0) as Deviation From B FROM Enrollments;

-- POWER: Raise to power
SELECT POWER (Grade Points, 2) as Squared Grade FROM Enrollments;

Conditional Functions:

-—- CASE statement
SELECT Student Name,
Grade Points,
CASE
WHEN Grade /Points >= 3.5 THEN 'Excellent'
WHEN Grade Points >= 3.0 THEN 'Good'
WHEN Grade Points >= 2.0 THEN 'Satisfactory'
ELSE "Needs Improvement'
END as Performance
FROM Enrollments;

-- IF function (MySQL)
SELECT Student Name, IF(GPA >= 3.0, 'Honor Roll', 'Regular') as Status
FROM Students;

Subqueries Queries within queries for complex data retrieval.

Scalar Subqueries:

SELECT Student Name



FROM Students
WHERE GPA > (SELECT AVG(GPA) FROM Students);

Correlated Subqueries:

SELECT Student Name, GPA
FROM Students sl
WHERE GPA > (SELECT AVG (GPA)
FROM Students s2
WHERE sl.Department Code = s2.Department Code);

EXISTS Subqueries:

SELECT Student Name
FROM Students s
WHERE EXISTS (SELECT 1 FROM Enrollments e WHERE e.Student,ID = s.Student ID);

Database Optimization Techniques

Indexing Creating indexes to improve query performance.

-- Create index on frequently queried columns
CREATE INDEX idx student name ON Students (Studentg Name) ;
CREATE INDEX idx enrollment grade ON Enrollments(Student ID, Course Code);

Query Optimization Tips:

e Use appropriate indexes

e Avoid SELECT * when possible

e Use WHERE clauses to filter data early
e Optimize JOIN conditions

e Use LIMIT for large result sets

Practical Database Design.Example
School Management System Database:

Tables in-3NF:

-- Students table
CREATE TABLE Students (

Student ID INT PRIMARY KEY,

First Name VARCHAR(50),

Last Name VARCHAR(50),

Email VARCHAR(100),

Department ID INT,

FOREIGN KEY (Department ID) REFERENCES Departments (Department ID)
)

-—- Departments table
CREATE TABLE Departments (



Department ID INT PRIMARY KEY,
Department Name VARCHAR(100),
Department Head VARCHAR(100)

) ;

-- Courses table
CREATE TABLE Courses (

Course ID INT PRIMARY KEY,

Course Code VARCHAR(10),

Course Name VARCHAR(100),

Credit Hours INT,

Department ID INT,

FOREIGN KEY (Department ID) REFERENCES Departments (Department [TD)
);

-- Enrollments table (junction table)
CREATE TABLE Enrollments (
Enrollment ID INT PRIMARY KEY,
Student_ID INT,
Course ID INT,
Semester VARCHAR (20),
Grade VARCHAR(2),
FOREIGN KEY (Student_ID) REFERENCES Students(Student_ID),

FOREIGN KEY (Course ID) REFERENCES Courses (Course ID)
);

Complex Query Examples:

-- Students with highest GPA in each department
SELECT d.Department Name, s.First_Name, s.Last Name, s.GPA
FROM Students s
JOIN Departments d ON s.Department ID = d.Department ID
WHERE s.GPA = (SELECT MAX (GPA)

FROM Students s2

WHERE s2.Department ID = s.Department ID);

-- Course enrollment statistics
SELECT c.Course Name,
COUNT (e.Student ID) as Enrolled Students,

AVG (CASE WHEN e.Grade = 'A' THEN 4.0
WHEN e.Grade = 'B' THEN 3.0
WHEN e.Grade = 'C' THEN 2.0
WHEN e.Grade = 'D' THEN 1.0

ELSE 0.0 END) as Average GPA
FROM Courses c
LEFT JOIN Enrollments e ON c.Course ID = e.Course ID
GROUP BY c.Course ID, c.Course Name;

TEACHING METHODS

Interactive database design workshops

Hands-on SQL query development sessions

Normalization exercises using real-world examples

Performance comparison between normalized and non-normalized databases

el oA



5. Group projects designing and implementing complex databases
LEARNING ACTIVITIES

Students normalize a provided unnormalized database to 3NF
Practice writing complex JOIN queries on sample databases

Create and execute GROUP BY queries for data analysis

Design a complete database system for a chosen real-world scenario
Performance testing of queries with and without proper indexing

orwdPE

EVALUATION Theory Questions:

Explain the process of database normalization and why it is important
Describe the differences between 1NF, 2NF, and 3NF with examples
Compare INNER JOIN, LEFT JOIN, and RIGHT JOIN with SQL. examples
Explain when to use GROUP BY and HAVING clauses

Write a complex SQL query using subqueries and multiple JOINSs

orwdPE

Practical Activity: Given an unnormalized database structure, normalize it to 3NF and write
complex queries to extract meaningful information using JOINs, GROUP BY, and aggregate
functions.

CONCLUSION Advanced database concepts:including normalization and complex SQL
operations are essential for creating efficient, maintainable database systems. Proper
normalization eliminates data redundancy while advanced SQL techniques enable sophisticated
data analysis and reporting capabilities.

ASSIGNMENT
1. Design a normalized database (3NF) for a library management system and write 10
complex SQL queries toretrieve various types of information

2. Research and write a report on database performance optimization techniques including
indexing strategies. and query optimization

WEEK 6

TOPIC: WEB PROGRAMMING
SUB-TOPIC: ADVANCED HTML/CSS/JAVASCRIPT AND WEB HOSTING

INSTRUCTIONAL MATERIALS
e Web development environments (VS Code, Sublime Text)

e Modern web browsers with developer tools
e Sample responsive website templates



e \Web hosting service demonstrations
o Mobile devices for responsive testing
« JavaScript frameworks and libraries examples

REFERENCE MATERIALS

e HTMLS5 and CSS3 All-in-One For Dummies by Andy Harris
« JavaScript: The Good Parts by Douglas Crockford

o SS3 Digital Technology Textbook (Approved by NERDC)

« MDN Web Docs (Mozilla Developer Network)

e W3C Web Standards Documentation

PREVIOUS KNOWLEDGE Students understand basic HTML structure, €SS styling, and
simple JavaScript from SS2, along with fundamental web development concepts:.

SPECIFIC OBJECTIVES By the end of the lesson, students should be able to:

Create responsive web designs that work on multiple devices
Implement interactive features using advanced JavaScript
Apply modern CSS techniques for professional layouts
Understand web hosting concepts and domain management
Deploy websites to live web servers

orwdPE

CONTENT DEVELOPMENT

Introduction Modern web development.requires creating websites that work seamlessly across
different devices and provide interactive user experiences. Advanced HTML, CSS, and
JavaScript techniques, combined with proper hosting, create professional web applications.

Advanced HTMLS5 Features

Semantic HTML Elements HTMLS5 introduced semantic elements that provide meaning to web
content structure.

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Modern Website</title>
</head>
<body>
<header>
<nav>
<ul>
<li><a href="#home">Home</a></1li>
<li><a href="#about">About</a></1i>
<li><a href="#contact">Contact</a></1li>
</ul>



</nav>

</header>
<main>
<section id="home">
<article>
<hl>Welcome to Our Website</hl>
<p>Content goes here...</p>
</article>
</section>
<aside>
<h2>Related Links</h2>
<ul>
<li><a href="#">Link 1</a></1li>
<li><a href="#">Link 2</a></1li>
</ul>
</aside>
</main>
<footer>
<p>&copy; 2024 Our Website. All rights resexvedi</p>
</footer>
</body>
</html>

HTML5 Form Enhancements

<form>

<input type="email" placeholder="Enter your email"

required>

<input type="tel" placeholdexr="Phone number">
<input type="date" min="2024-01-01" max="2024-12-31">
<input type="range" min="0" max="100" value="50">

<input type="color" value="#ff0000">

<textarea placeholder="Your message..." required></textarea>

<button type="submit">Send Message</button>
</form>

Multimedia Elements

<!-- Video,with multiple sources -->

<video controls width="100%">
<source src="video.mp4" type="video/mp4">
<source src="video.webm" type="video/webm">
Your browser doesn't support video.

</video>

<!-- Audio with controls -->

<audio controls>
<source src="audio.mp3" type="audio/mpeg">
<source src="audio.ogg" type="audio/ogg">
Your browser doesn't support audio.

</audio>

Advanced CSS3 Techniques



Responsive Design with CSS Grid

.container {
display: grid;
grid-template-columns: repeat (auto-fit,
grid-gap: 20px;
padding: 20px;
}

.grid-item {
background-color: #f0£f0f0;
padding: 20px;
border-radius: 8px;

Flexbox Layouts

.flex-container {
display: flex;
justify-content: space-between;
align-items: center;
flex-wrap: wrap;

}

.flex-item {
flex: 1;
margin: 10px;
min-width: 200px;
}

/* Responsive navigation */
.nav-menu {
display: flex;
list-style: none;
margin: O;
padding: 0;
}

@media (max-width: 768px) {
.nav-menu {
flex-direction: column;
display: none;

}

.nav-menu.active {
display: flex;
}

CSS Animations and Transitions

/* Smooth transitions */
.button {
background-color: #007bff;
color: white;

minmax (300px,

1fr));



padding: 10px 20px;
border: none;
border-radius: 5px;
transition: all 0.3s ease;

}

.button:hover {
background-color: #0056b3;
transform: translateY (-2px);
box-shadow: 0 4px 8px rgba(0,0,0,0.2);
}

/* Keyframe animations */

@keyframes fadeIn {
from { opacity: 0; transform: translateY (30px); }
to { opacity: 1; transform: translateY(0); }

}

.animate-in {
animation: fadeIn 0.6s ease-out;

}
Advanced CSS Selectors

/* Attribute selectors */
input [type="email"]:focus {
border-color: #007bff;
box-shadow: 0 0 0 2px rgba(0,123,255,0.25);

}

/* Pseudo-classes */
.nav-item:nth-child (odd) {

background-color: #f8f9fa;
}

.card:hover: :before {
content: "";
position: absolute;
top: 0O;
left: 0;
right: 0;
bottom: 0;
background: rgba(0,0,0,0.1);

Advanced JavaScript Programming

DOM Manipulation and Event Handling

// Modern DOM selection
const elements = document.querySelectorAll ('.interactive');
const button = document.getElementById('submit-btn');

// Event listeners
button.addEventListener ('click', function (event) {



event.preventDefault () ;
handleFormSubmission () ;

)

// Dynamic content creation
function createCard(title, content) {
const card = document.createElement ('div');
card.className = 'card';
card.innerHTML = °
<h3>${title}</h3>
<p>${content}</p>
<button onclick="removeCard (this)">Remove</button>

document.getElementById('cards—-container') .appendChild (card);
}

function removeCard (button) {
button.parentElement.remove () ;

}
Asynchronous JavaScript (AJAX)

// Fetch API for making HTTP requests
async function fetchData (url) {

try |
const response = await fetch(url);
if (!response.ok) {

throw new Error ("HTTP error! status: ${response.status}’);
}
const data = await response.json();
return data;
} catch (error) {
console.error ('Errornfetching data:', error);
throw error;

}

// Usage example
fetchData ('https://api.example.com/data')
.then (data => {
displayData (data);
})
.cateh (exror => {
showErrorMessage ('Failed to load data');
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function displayData (data) {
const container = document.getElementById('data-container');

container.innerHTML = '';

data.forEach (item => {
const element = document.createElement ('div');
element.textContent = item.name;
container.appendChild(element) ;

)i



Local Storage and Session Storage

// Local Storage (persists after browser close)
function saveUserPreferences (preferences) {
localStorage.setItem('userPrefs', JSON.stringify(preferences));

}

function loadUserPreferences () {
const saved = localStorage.getlItem('userPrefs');
return saved ? JSON.parse(saved) : null;

}

// Session Storage (cleared when tab closes)
sessionStorage.setlItem('currentSession', 'active');

// Check storage support

if (typeof (Storage) !== "undefined") {
// LocalStorage and sessionStorage supported
console.log('Storage supported');

} else {
// No web storage support
console.log('Storage not supported');

Form Validation and User Interaction

class FormValidator {
constructor (formId) {
this.form = document.getElementById (formId) ;
this.setupValidation () ;
}

setupValidation () {
this.form.addEventListener (
if (!this.validateForm(
e.preventDefault () ;
return false;

'submit', (e) => {
)) Ao

)i
}

validateEmail (email) {
consthemailRegex = /~["\s@]+@["\s@]+\.["\s@R]+S/;
return emailRegex.test (email);

}

validateForm () {
const email = this.form.querySelector ('input[type="email"]"') .value;
const name = this.form.querySelector ('input[name="name"]"') .value;
if (!'name.trim()) {

this.showError ('Name is required');
return false;

}

if (!this.validateEmail (email)) {



this.showError ('Please enter a valid email address');
return false;

return true;

}

showError (message) {
const errorDiv = document.createElement ('div');
errorDiv.className = 'error-message';
errorDiv.textContent = message;
this.form.appendChild(errorDiv) ;

setTimeout (() => {
errorDiv.remove () ;
}, 3000);

}

// Initialize form validation
document .addEventListener ('DOMContentLoaded', () => {
new FormValidator ('contact-form');

1)
Responsive Web Design Principles

Mobile-First Approach

/* Base styles for mobile */
.container {

width: 100%;

padding: 15px;
}

.text-large {
font-size: 16px;

}

/* Tablet styles */
@media (min-width: 768px) {
.container {
max-width: 750px;
margin: 0 auto;

}

.text-large {
font-size: 18px;
}
}

/* Desktop styles */
@media (min-width: 1024px) {
.container {
max-width: 1200px;
}



.text-large {
font-size: 20px;

}

Flexible Images and Media

img {
max-width: 100%;
height: auto;

}

.video-container {
position: relative;
padding-bottom: 56.25%; /* 16:9 aspect ratio */
height: 0;
overflow: hidden;

}

.video-container iframe {
position: absolute;
top: 0O;
left: 0;
width: 100%;
height: 100%;

Web Hosting and Domain Management
Types of Web Hosting
Shared Hosting:

o Multiple websites share server resources
e Most economical option

« Suitable for small to-medium websites

o Limited customization options

VPS (Virtual Private Server) Hosting:

« _Dedicated portion of server resources

e More:control and customization

o Better performance than shared hosting
o Suitable for growing websites

Dedicated Server Hosting:
o Entire server dedicated to one website

e Maximum control and performance
« Most expensive option



o Suitable for large, high-traffic websites
Cloud Hosting:

e Resources distributed across multiple servers
o Scalable and reliable

o Pay-as-you-use pricing model

e Good for variable traffic patterns

Domain Name System (DNS)

o Domain names translate to IP addresses
o Different types: .com, .org, .net, .ng

« Domain registration and renewal

e DNS propagation and management

Website Deployment Process

1. Preparing for Deployment

# File structure organization
website/
— index.html
— css/
— style.css
— s/
L— script.js
— images/
[— logo.png
L— pages/

|: about.html
contact.html

2. FTP/SFTP File Transfer

e Using FTP clients (FileZilla, WinSCP)
« Secure file transfer protocols
« Directory structure on server
« __File’permissions and security

3. Testing Deployed Website
e Cross-browser testing
« Mobile device testing
e Performance optimization
e SEO considerations

Website Performance Optimization



Code Optimization:

<!-- Minified CSS and JavaScript -->
<link rel="stylesheet" href="css/style.min.css">
<script src="js/script.min.js"></script>

Optimized images -->

src="image.jpg" alt="Description"
srcset="image-320w.jpg 320w, image-640w.jpg 640w"
sizes=" (max-width: 320px) 280px, 640px">

Performance Best Practices:

Minimize HTTP requests

Optimize image sizes and formats

Use browser caching

Enable GZIP compression

Minimize CSS and JavaScript

Use Content Delivery Networks (CDN)

TEACHING METHODS

orwdPE

Live coding demonstrations of responsive design techniques
Hands-on practice with advanced CSS and JavaSecript features
Website deployment workshop using actual hosting services
Performance testing and optimization exercises

Cross-device testing sessions

LEARNING ACTIVITIES

AR

Students create a responsive-portfolio website using CSS Grid and Flexbox
Implement interactive features using advanced JavaScript

Deploy websites to free hosting services (GitHub Pages, Netlify)
Performance audit and optimization of existing websites

Group project: Build a complete web application with backend integration

EVALUATION Theory Questions:

Ok ow

Explain the principles of responsive web design and mobile-first approach

Compare different types of web hosting services with their advantages and disadvantages
Describe five HTML5 semantic elements and their purposes

Explain how CSS Grid differs from Flexbox for layout design

What are the key considerations for website performance optimization?

Practical Activity: Create a fully responsive website with interactive features, deploy it to a web
hosting service, and optimize it for performance across different devices.



CONCLUSION Advanced web programming combines modern HTML5, CSS3, and JavaScript
techniques to create responsive, interactive websites. Understanding web hosting and
deployment processes is essential for making websites accessible to users worldwide.
Performance optimization ensures excellent user experience across all devices.

ASSIGNMENT

1. Build a complete e-commerce website mockup with responsive design, interactive
product galleries, and form validation

2. Research and compare three different web hosting providers, creating a recommendation
report for different types of websites



